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CONNECTICUT’S
UNIFORM ELECTRONIC TRANSACTIONS ACT:

Making electronic contracts enforceable
October 8, 2002 — 8:30-10:30 am
Regional Bar Association
Houston Putnam Lowry, Esq.'

The common | aw was uncl ear about whether or not electronic
contracts were enforceabl e.

A. The commonly raised i ssues were:
1. What constitutes a signature?
2. What constitutes a witing?
3. What constitutes an original for the purposes of the best
evi dence rul e?

B. Sone commentators said no special |egislation was
necessary.

1. “Does Conputer Stored Data Constitute a Witing for the
Pur poses of the Statute of Frauds and the Statute of
WIl1ls?" 9 Rutgers Conputer and Technol ogy Law Journal 93
(1982).

2. “Normalization: A Revolutionary Approach"” 20 Jurinmetrics
Journal 140 (1979).

C. O her comentators suggested a traditional witten
agreenent woul d support electronic transactions.
1. “The Model Form of El ectronic Data |Interchange Trading
Part ner Agreenent and Conmentary” 45 Busi ness Lawyer
1717-1749 (1990).

' Mr. Lowry is a member of the Meriden, Connecticut law firm of Brown & Welsh, P.C. His first article on
electronic commerce was published in 1979. Since then, he has assisted the United States government with its
negotiations at the United Nations Commission on International Trade Law (“UNCITRAL”) and the Free Trade
Area in the Americas (“FTAA”) concerning electronic commerce, as well as assisting private clients. He is a
member of the Legal Working Group of the United Nations Centre for Trade Facilitation and Electronic Business.
He has both drafted documentation for, and litigated, computer related matters.

Mr. Lowry recently testified at the Connecticut General Assembly concerning the Connecticut version of the
Uniform Electronic Transactions Act.

Brown & Welsh’s web site is found at: www.BrownWelsh.com
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1. Signatures and their issues involved

A. Ceneral rule fromthe Uniform Conmercial Code 81-201(39)
is: "signed" includes any synmbol executed or adopted by a
party with present intention to authenticate a witing. A
witing is further defined in 81-201(46) as including
printing, typewiting or any other intentional reduction to
tangi bl e form

B. What function is a signature intended to fulfill? The
answer depends on the context of the question.
1. Identify a person.
2. To provide certainty as to the personal involvenent of
that person in the act of signing.
3. To associate a person with the contents of a docunent
(such as agreeing to the terns of the docunent, etc.).

C. The concept is to make a signature technologically neutral.
The | aw shoul d not confer a special portion to any
t echnol ogy, especially if it is patented.

D. What factors should you consider to determne if a

signature is appropriate? 1996 UNCI TRAL Model Law on

El ectronic Commerce, Cuide to Enactnent 58.

1. the sophistication of the equi pnment used by each of the
parties;

2. the nature of their trade activity;

3. the frequency at which comrercial transactions take
pl ace between the parti es;

4. the kind and size of the transaction;

5. the function of signature requirenents in a given
statutory and regul atory environnent;

6. the capability of comrunication systens;

7. conpliance with authentication procedures set forth by
i ntermedi ari es;

8. the range of authentication procedures nmade avail abl e by
any internediary;

9. conpliance with trade custons and practice;

10. the existence of insurance coverage nechani snms agai nst
unaut hori zed nmessages;

11. the inportance and the value of the information
contained in the data nessage;

12. the availability of alternative nethods of
identification and the cost of inplenentation;
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13. the degree of acceptance or non-acceptance of the nethod
of identification in the relevant industry or field both
at the tinme the nethod was agreed upon and the tinme when
t he data nmessage was conmuni cat ed; and

14. any other relevant factor.

I11. What is a Digital Signature?

A Digital Signatures are a subset of Electronic
Signatures. While all Digital Signatures are
El ectronic Signatures, not all Electronic Signatures
are Digital Signatures.

B. Publ i c key cryptography (sonetines called asymetri cal
key cryptography) is used to create Digital
Signatures. The process is mathematically simlar to
t he process of encryption.

1. The public key can be freely distributed and is
used to test the validity of the signature.

2. The private key must be kept secret and is used
to make the signature.
3. The reliability of the signature is deterni ned,

in part, by the length of the key. Mst browsers
use 56 bit? or 128 bit keys.

C. The process is based upon the mathematical fact is
presently inpossible to determine the very large prine
nunbers that make up a single |large product (the

factoring problem. If this mathematical puzzle is
solved, the present day Digital Signature wll be
about as effective as typing your nane in ASCII. The

process depends on the inplenmentation of this “one
way” mat hematical function

D. Wil e the mat hematical process is the sane, different
software vendors inplenment it differently. The
i npl enentation may affect the likelihood an
unsophi sticated party wll accept the signature.
1. Pretty Good Privacy.
2. Adobe Acrobat 5.0.

? The length of the key originally set for the Data Encryption Standard (DES).
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The inmportant feature is the length of the key.

1. For a long tine, 56 bit keys were the | argest
that could be handl ed by software that was
exported (otherw se the software was a runition).
Keys of this length were first used with the Data
Encryption Standard (“DES’) established by the
United States governnent.

2. Browsers cane in “strong” encryption domestic
versions using 128 bit keys. They could not be
export ed.

3. | use a 4,096 bit key with Pretty Good Privacy,

which is about 8,000 tinmes harder to break than a
128 bit key.?3

V. Legislation to enable electronic comrerce.

A

Legal issues addressed by P.L. 106-229* (federal
“eSign” legislation). Very simlar to the Uniform

El ectroni c Transactions Act (“UETA’)® drafted by the
Nat i onal Conference of Comm ssioners on Uniform State
Laws (“NCCUSL”). UETA was al ready adopted by 41
states and is pending in 5 other states.®

The Connecticut Law Revi si on Conm ssion recomended
some changes to UETA and transmitted this draft to the
Connecti cut CGeneral Assenbly at the begi nning of the
2001l egi sl ative session. It is now P. A 02-68,

ef fective Cctober 1, 2002.

http://ww. cga. state.ct.us/lrc/El ectroni c%®0Comuni cat
i ons/ El ectroni cMai n. ht m

V. Connecticut Uniform El ectroni ¢ Transacti ons Act

A

Rel ationship to eSign — it is up in the air.
1. Federal |aw always pre-enpts state | aw.

’ But remember computing power doubles every 18 months, as a general rule.

* http:/frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=106_cong_bills&docid=f:s761enr.txt.pdf

5 http://www.law.upenn.edu/bll/ulc/fnact99/1990s/ueta99.htm

8 http://www.nccusl.org/nccusl/uniformact_factsheets/uniformacts-fs-ueta.asp
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2. UETA safe harbor — but can it be nodified?
3. Does Federal |aw pre-enpt evidentiary issues?

B. Changes fromthe NCCUSL draft

1. An “electronic record” explicitly includes
facsimles, 82(7).

2. Cancellation of utility services, 83(c)(2)(A).

3. Default notices regarding | oans secured by primary
resi dences, 83(c)(2)(B)

4. Termnation of health or life insurance,

83(c)(2) (0.

5. Product recalls for defects that endanger health &
safety, 83(c)(2)(D).

6. Docunents acconpanyi ng hazardous materi al s,
83(c)(2) (B

7. Does not apply to the Connecticut Practice Book,
83(d).

8. Applies to all negotiable instruments under 8§16,
not just those under Uniform Commercial Code
Article 3.

9. The State Librarian has authority to deci de what
records shall be electronic, 817.

10. Each governnental agency shall deci de what records
will be electronic, 8§18.

C. An el ectroni c docunent constitutes a witing 87(c)
(al though a docunent being recorded on the |and
records nust still be on paper for the tinme being).
Thi s does not prevent contracts for the conveyance of
land from being fornmed electronically (they just can't
be recorded in that form.

E. An el ectronic signature is a valid signature, 87(d).

F. Failure to verify a signature may result in the | ack
of an enforceabl e docunent, 8§10(1).

G Failure to give a “last chance” to verify a
transaction with an electronic agent may all ow a
person to avoid the transaction, 810(2). Such a
person nust imediately notify the other party of the
error.

-5-

F\WORK\HPL\MISC\CUETA REGIONAL BAR ASSN.DOC



H. An el ectroni c docunent rmay be admitted to the court,
al t hough you may need to show what steps you took to
preserve the docunent’s integrity, 812.

The record cannot prevent itself from being stored or
being printed, 88. Failure to comply with this
renders the docunent unenforceabl e against the party
who can’t print or store it.

J. The parties nust have agreed to transact business
electronically. No one can be forced into the
cyberworld unwi I lingly.
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